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APPROVAL OF THE COUNCIL’S UPDATED POLICY AND 
PROCEDURES- REGULATION OF INVESTIGATORY POWERS ACT 

2000 AND INVESTIGATORY POWERS ACT 2016 

Report of the Legal Services Manager 

 

Recommendation(s) 

It is recommended that  Audit and Resources Committee: 
 
(1) considers the updated ‘Corporate Policy and Procedures- Regulation of 

Investigatory Powers Act 2000 (RIPA) and Investigatory Powers Act 2016 
(IPA)’ which sets out the statutory framework and procedures for the 
Council’s lawful use of covert surveillance and the acquisition of 
communications data.  

(2) recommends the ‘Corporate Policy and Procedures- Regulation of 
Investigatory Powers Act 2000 (RIPA) and Investigatory Powers Act 2016 
(IPA)’ for Cabinet approval 

 

It is recommended that Cabinet:  

(1) approves the ‘Corporate Policy and Procedures- Regulation of Investigatory 
Powers Act 2000 (RIPA) and Investigatory Powers Act 2016 (IPA)’   

 
 

Summary 
 

 

The Regulation of Investigatory Powers Act 2000 (RIPA) Part II provides the 
statutory framework to enable covert surveillance to be lawfully authorised and 
conducted by a public authority, including a Local Authority.  The Investigatory 
Powers Act 2016 (IPA) provides the statutory framework for the acquisition of 
Communications Data to be obtained by a public authority, including a Local 
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Authority. 

The Council previously adopted a policy for the reference of staff relating to the 
exercise of its powers solely under RIPA.  The policy required elected members to 
set the Council’s Strategy and to consider internal reports on the use of RIPA on a 
periodic basis. 

On 8 February 2022 the Audit and Resources Committee considered a RIPA 
Annual Report which highlighted the RIPA Policy was under review.  The RIPA 
Policy review has now been completed and the policy has been substantially 
updated. This updated policy incorporates a comprehensive framework to ensure 
investigations are compliant with legislation and that processes are robust. It adds 
in the framework for the acquisition of Communications Data which enables 
Eastleigh Borough Council to make use of this powers when appropriate to an 
investigation. 

The draft updated policy was approved by the Investigatory Powers 
Commissioner’s Chief Inspector following an inspection which took place in spring 
2022.  

 

Statutory Powers 
 

 

Regulation of Investigatory Powers Act 2000 

Investigatory Powers Act 2016 

 

  

  

 

Strategic Implications  

1. This report relates to the Council’s lawful use of covert surveillance and the 
acquisition of communications data, which may be used to achieve objectives 
relating to having an Excellent Environment for All, Tackling Deprivation and 
Enabling Health and Wellbeing (Corporate Plan 2015 -2025) as well as for the 
prevention and /or detection of crime and/ or disorder. The revised policy 
meets the need for sound and robust policy-making and governance, which 
underpins all the Council’s statutory functions and Corporate Plan Objectives. 

Introduction 

2. The Regulation of Investigatory Powers Act 2000 (RIPA) Part II provides the 
statutory framework to enable covert surveillance to be lawfully authorised 
and conducted by a public authority (including local authorities). 
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3. The Investigatory Powers Act (2016) (IPA) provides the statutory framework 
for the acquisition of Communications Data to be obtained by a public 
authority (including local authorities).  

4. These investigatory powers can be a useful tool for local authorities seeking to 
manage offences such as fly tipping or planning breaches. 

5. The Home Office Codes of Practice recommend that elected members have 
oversight of the use of powers for both RIPA and IPA. 

6. This report seeks approval an updated policy which has been approved by the 
Investigatory Powers Commissioner during their recent inspection.  
 

Updated Policy and Appendices 

7. The Investigatory Powers Commissioner (IPCO) inspected the Council in 
February 2019 and was satisfied with the Council’s level of compliance but 
made recommendations to revise and amend the RIPA policy. 

8. In early January 2022 the Council’s RIPA Senior Responsible Officer (SRO) 
initiated a review of the policy, to be undertaken by a locum legal specialist. In 
late January 2022 the Council coincidentally received notification from IPCO 
that a remote / desktop inspection would be undertaken.  

9. As part of the RIPA policy review and preparation for the inspection, the 
following documents were drafted and provided to the Chief Inspector in 
advance of the inspection: 

(a) Draft RIPA and IPA Updated Policy  

(b) Draft RIPA and IPA Appendices 1-32 

10. On 16 February 2022 the remote IPCO Inspection took place and the report 
from the Investigatory Powers Commissioner approved the draft policy and 
noted that their 2019 recommendations had been fully addressed. 

11. The revised policy, as well as being considerably more comprehensive, also 
incorporates the following key changes: 

(i) Updating of the RIPA policy to reflect changes to legislation and 
guidance 

(ii) Inclusion of a policy which is compliant with the Investigatory 
Powers Act 2016 and sets out the procedure for the Council to 
apply for communications data when applicable to an 
investigation. 

(iii) A ‘non-RIPA’ protocol (appendix 26) for the use of covert 
surveillance outside the statutory framework of RIPA in specified 
circumstances where it is considered that the work would be in 
pursuit of a legitimate aim and is necessary and proportionate. 
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The protocol sets out the safeguards required before authorising 
or undertaking any such surveillance.   

12. The updated policy and appendices include detailed guidance notes and 
proformas to ensure correct processes are followed.  

13. Staff training will be arranged at least annually, with a biannual RIPA/IPA 
review meeting which will be chaired by the SRO – the next meeting will take 
place in April 2023.  

 

Report on exercise of powers  

14. The Council has not exercised its powers under RIPA or IPA during the last 
12 months.  
 

Financial Implications 
 

15.  There are no financial implications from this report.  
 

Risk Assessment 

16. The adoption of this updated Policy enables the Council to undertake 
investigations while ensuring they are compliant with the Regulation of 
Investigatory Powers Act 2000 and to make appropriate use of its powers to 
obtain Communications Data under the Investigatory Powers Act 2016. 

17. Correct adoption of the policy and its procedures will ensure any risks 
associated with use of the investigatory powers are mitigated, as the 
processes are complaint with the relevant guidance and legislation.  

18. To ensure the health and safety of Council staff, each team has specific Risk 
Assessments and Safe Systems of Work for the duties they undertake within 
their roles. These are approved by the Corporate Health and Safety Officer, 
reviewed at least annually and updated as required in accordance with the 
Council’s overarching Health and Safety Policy.  

Equality and Diversity Implications 

19. The Equality Act is not relevant to the decision in this report because it is a 
report dealing with internal and procedural matters.  
 

Climate Change and Environmental Implications 

20. The proposals have limited climate change and environmental implications, 
although the proper use of investigatory powers will help the Council 
effectively and efficiently use its statutory powers related to protecting the 
environment, such as investigation and enforcement against fly tipping 
offences and planning enforcement matters. 
 



 Eastleigh Borough Council 
 
  

Conclusion 

21. The recommendation is to approve the updated policy, for the reasons set out 
above. 

 

HELEN DEVEREUX 
LEGAL SERVICES MANAGER 

 
Date: 30 December 2022 
Contact Officer: Helen Devereux  
Tel No: 02380 688155 
e-mail: helen.devereux@eastleigh.gov.uk 
Appendices Attached: one - RIPA Policy 
 

LOCAL GOVERNMENT ACT 1972 - SECTION 100D 

The following is a list of documents which disclose facts or matters on which this 
report or an important part of it is based and have been relied upon to a material 
extent in the preparation of this report. This list does not include any published works 
or documents which would disclose exempt or confidential information. 

 None. 
 


